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DATA PRIVACY ACCORDING TO THE NEW LAWS 

 

Abstract 

India isn’t any gathering to any show on security of individual information which is comparable 

to GDPR (General Data Protection Regulation). The principal laws which help in the process are 

Information Technology Act, IT Rules 2011, intellectual property law, Indian Penal Code. The 

Government as of late introduced the Personal Data Protection (PDP) bill, 2019 which is 

forthcoming before the Joint Parliamentary Committee. The Indian Copyright Act, 1957 with most 

recent revisions is outstanding amongst other copyright enactments on the planet. PC programs 

have copyright assurance in India, however don’t have the patent security.  

These are general laws and it is normal seen that they don’t fill the need if there should be an 

occurrence of violations identified with information or PCs or modem innovation. The explanation 

is that an unmistakable law is expected to manage such violations. 

Right to Privacy with respect to Data 

The right to security is a multidimensional idea. Article 21 ensures the right to security and 

advances the nobility of the person. There is an intrinsic struggle between right to security and 

right to Information.  Information assurance ought to basically accommodate these clashing 
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interests of data. However, the information of people and associations ought to be ensured in such 

a way that their security rights are not compromised.  

The right to be forgotten empowers a person to "decide the advancement of his life in a self-

governing manner, without being slandered by his past lead. "The option to be neglected is a 

significant right particularly when the data may be obsolete or insignificant. Without a right, the 

accessibility of such data, when made without the person's authorization, is an encroachment of 

the principal right to security.  

Overview 

At the point when this IT Act, 2000 came into power on October 17, 2000, every one of the laws 

and techniques regarding the given demonstration lacked the  arrangements needed to protect the 

personal information of individuals and ultimately prompted the presentation of the Information 

Technology Bill, 2006 in the Indian Parliament which later turned into the Information Technology 

(Amendment) Act, 2008.  

It embedded Section 43A in the Information Technology Act which expresses that where a body 

corporate managing delicate data has been negligent towards taking care of the information and 

keeping up with the security standard expected of it making misfortune the individual, the body 

corporate will be held responsible to pay harms. Section 72A of the IT Act,2000 accommodates a 

criminal punishment where in case there has been a breach in the agreement by revelation of data 

without the assent of the individual, that individual will be rebuffed with detainment stretching out 

to three years or potentially fine or both.  

The Personal Data Protection Bill has enlarged the extent of delicate individual data to incorporate 

transsexual status, intersex status or clan and strict/individual conviction or alliance. Be that as it 

may, the definition for password has been excluded. 

The Ministry of Electronics and Information Technology in the year 2019 shaped a board of 

trustees to make proposals for the thought of the Central Government on the guideline of non-

individual information (NPD) and delivered its report on non-individual information 
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administration structure (the NPD Report). It stays not yet clear if NPD will likewise be managed 

under the PDP Bill and what it will mean for different partners. 1 

The Indian Government made huge strides in information protection and information guideline in 

2020, as for individual information, non-individual information, health information and monetary 

information. The legal executive has additionally featured individual rights in regards to 

information security, and the Personal Data Protection Bill, 2019 (“PDP Bill”) was a significant 

advance toward that path which is at present forthcoming before the Joint Parliamentary 

Committee.  

In August 2020, NITI Aayog (an approach think tank run by the Government of India) delivered 

a draft structure on the Data Empowerment and Protection Architecture (“DEPA”) in discussion 

with a couple of industry controllers, banks and fintech players.  

 

Meaning of Personal information 

The IT Rules 2011 states that “Individual data implies any data that identifies with a characteristic 

individual, which, either straightforwardly or in a roundabout way, in mix with other data 

accessible or liable to be accessible with a body corporate, is fit for recognizing such individual.”  

Similar guidelines likewise characterize what sensitive personal data is. It incorporates monetary 

data, passwords, physical and physiological data, wellbeing data, sexual direction, history of 

clinical record, biometric data.  

Data sharing with third parties  

The body corporate getting the information can unveil sensitive data to any outsider, given earlier 

consent from the supplier of such data has been gotten, or such exposure has been consented to 

inside the agreement between the beneficiary and hence the supplier of information, or where the 

divulgence is significant for consistence of a lawful commitment. Notwithstanding, no such assent 

from the data supplier is required where the data is imparted to government organizations ordered 

under the law to acquire data including personal information or data for the point of confirmation 

                                                             
1 Available at: https://www.natlawreview.com/article/privacy-and-data-protection-india-wrap-2020 (accessed on 
17th July 2021) 

https://www.natlawreview.com/article/privacy-and-data-protection-india-wrap-2020
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of personality, or for anticipation, location, examination including digital episodes, indictment, 

and punishment of offenses. 

Collection of health data  

 Health data comprises of a variety of information such as a patient’s age, contact information, 

pathological reports, digital health records, medical history. A Digital Health Mission was 

announced by the Central Government and the Ministry of Health and Family Welfare 

recommending the creation of a National Digital Health Ecosystem.2 

The Digital Information Security in Healthcare Act ('DISHA') is the first step taken by the Indian 

Government in the long journey to securing the healthcare data of patients in India. DISHA aims 

to improve healthcare delivery in India and helps in protecting the data of patients. 

Appointment of Grievance Officer  

The corporate entity collecting sensitive personal information must appoint a Grievance Officer to 

address complaints of processing of information and to respond to data subject access and 

correction requests but should be done within one month from the date of receipt of the request or 

grievance. However, appointment of a data protection officer is part of the due diligence process 

and it is necessary to appoint an officer.3 

Data collection for lawful purpose 

Privacy Rules express that any corporate element or any individual following up for its sake that 

gathers delicate individual data should acquire composed assent (through letter, email or fax) from 

the suppliers of that data. Further, the personal data may  be gathered for a lawful purpose 

connected with the function or purpose of the corporate body and  should be necessary.  

A corporate element should keep up with sensible security practices and methodology to get the 

delicate individual data. The sensible security practices and techniques might be indicated in an 

understanding between the gatherings.  

 

                                                             
2 Available at: https://www.lexology.com/library/detail.aspx?g=08197ebe-aeb4-41d6-a855-ce57a313ea6d 
(accessed on 17th July 2021) 
3Available at: https://www.dlapiperdataprotection.com/index.html?t=data-protection-officers&c=IN (accessed on 
18th July 2021) 

https://www.lexology.com/library/detail.aspx?g=08197ebe-aeb4-41d6-a855-ce57a313ea6d
https://www.dlapiperdataprotection.com/index.html?t=data-protection-officers&c=IN
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Judicial interpretation 

 

In People's Union for Civil Liberties v. Association of India, the Supreme Court held that option 

to hold a telephonic discussion in the security of one's home or office without obstruction can 

unquestionably be asserted as right to protection. For this situation the Supreme Court had set out 

certain procedural rules to direct legitimate block attempts, and furthermore accommodated an 

undeniable level survey council to examine the importance for such interferences. In any case, 

such alert has been tossed to twists in late orders from the public authority bodies as is clear from 

telephone tapping occurrences that have become exposed. 

 

The Supreme Court saw that by calling after challenging contender to unveil the resources and 

liabilities of his/her life partner the crucial right to data of an elector or resident is subsequently 

advanced. When there is a contest between the right to protection of an individual and the right to 

information of the residents, the previous right must be subjected to the last right as it serves bigger 

public interest. The inquiry emerges regarding what degree a citizen has an option to think about 

an up-and-comer's security. The elector's more right than wrong to think about an applicant's 

security can be ensured and thrived by eliminating the disadvantages of laws identifying with 

citizen's more right than wrong to data. Protection implies the option to control the correspondence 

of by and by recognizable data about any individual. It requires an adjusting mentality; an adjusting 

interest. 

 

In State of Maharashtra v. Bharat Shanti Lai Shah, the Supreme Court said that block attempt of 

discussion however comprises an intrusion of a person's on the right track to security yet it very 

well may be shortened as per technique legitimately settled by law.  

 

Issues concerning Data Privacy 

 

The Supreme Court has set out a triple necessity for State's obstruction with the key rights. While 

the State may mediate to secure genuine state interests, (a) there should be a law in presence to 

legitimize an infringement on protection, which is an express necessity of Article 21 of the 

Constitution, (b) the nature and content of the law which forces the limitation should fall inside 
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the zone of reasonability ordered by Article 14, and (c) the means which are received by the 

assembly should be relative to the item and requirements looked to be satisfied by the law  

 

2) It is frequently contended that India ought to receive 'rights based' information insurance model 

rather than the present 'control based' model. Under the control-based model, the information 

regulator is allowed to utilize, cycle and offer the information with any outsiders, when the assent 

of the client is acquired. Nonetheless, very few know about the real outcomes of the careless 

information sharing at the hour of giving assent. Then again, the 'rights based' model permits the 

clients to have more prominent rights over his/her information while requiring the information 

regulator to guarantee than such privileges of the clients are not penetrated. This prompts a more 

prominent independence of the clients over their own information. 4 

 

3) The choice of the Hon’ble Supreme Court engages the residents of India to look for legal help 

if there should arise an occurrence of penetrate of its information protection rights. This could 

affect the security and assurance strategies executed by tech organizations in India. The clients can 

raise misdeeds-based cases as well as summon their central right to security. 

 

Conclusion 

The privacy of data security is a worry for everyone throughout the planet. Alongside another 

advantage, fortifying the law in this area will help in the development of homegrown just as global 

business. Security is the option to be left alone or to be liberated from abuse or maltreatment of 

one’s character. The right of protection is the option to be liberated from unjustifiable exposure, 

to carry on with an existence of disconnection, and to live without unwarranted interference by 

general society in matters with which people in general are not really concerned. 

 

 

 

                                                             
4 https://elplaw.in/wp-content/uploads/2018/08/Data-Protection-26-Privacy-Issues-in-India.pdf (accessed on 18th 
July 2021) 

https://elplaw.in/wp-content/uploads/2018/08/Data-Protection-26-Privacy-Issues-in-India.pdf
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